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Airwatch Enrollment - Android Devices

Here we will cover how to connect to a wireless network along with how to enroll your Android device
in Airwatch.

Connecting to the Wireless Network
1. Navigate to Settings
2. Onthe main settings page, Tap on ‘Wi-Fi’
= NG T YE 4 w0xl 413 PM

Settings Q

Wireless and networks

o Airplane mode

@ Advanced Calling

@ More networks

Device

o Sound and notification

m Nienlawv
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3. Alist of available wireless networks will appear. Tap on ‘UCIHealth’

G HE 4 100% 0 411 PM

ON :

Show Wi-Fi pop-up.

When opening apps, tell me when Wi-Fi is
available.
Wi-Fi networks C Scanning...

P,;,a UCIHealth

Secured

b

% UCIMCnetMD
’ Secured

+ Add Wi-Fi network

4. Enter the password: ucirvineaccess and tap ‘Connect’

Enrolling your Android Device in Airwatch
1. Open your Web browser.
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2. Your browser will be redirected to a landing page. Tap on ‘Agree’.

UC IRVINE HEALTH NETWORK ACCESS

Wireless Network Acceptable Use Policy

Access to the wireless network is for the use of authorized personnel
only. UC Irvine Health does not warrant the security, performance,
reliability or availability of the wireless network, nor its suitability for any
purpose.

All devices connected to UC Irvine Health networks are subject to
monitoring for all lawful purposes, including to ensure authorized use,
for management of the device and to facilitate protection against
unauthorized access. During monitoring, information may be examined,
recorded, copied and used for authorized purposes. Evidence of
unauthorized use collected during monitoring may be used for criminal
prosecution by University staff, legal counsel and law enforcement
agencies.

Use of UC Irvine Health network by any computing device, authorized or
unauthorized, constitutes consent to this policy and the policies and
procedures set forth by UC Irvine Health.

« You will use the UC Irvine Health Wireless services in an ethical
and lawful manner.

« You will not engage in activities that may degrade network
performance, nor attempt to compromise network or machine
security.

« You will not expose UC Irvine Health to any unnecessary risks
such as introducing malicious virus activities or downloading
piracy software.

« You will not infringe on copyright laws or software licenses.

« UC Irvine Health reserves the right to terminate your connection
at any time.

Disagree | Agree
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3. Tap on ‘Individuals who have a permanent account’

/ .

L N\
&} UCIrvine Health

Welcome

To use the UC Irvine Health
Wireless network, users are
required to adhere to our

established access policies.

Please select one of the
following options:

Employee/Staff

Individuals who have a
permanent account

Vendor

Vendors who have a multi-day
account

Guest

Guest Wireless Access
Access is for one continuous
24-hour period
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4. Enter in your UCIHS Username and Password. Tap on ‘Agree’.

You must already have an
active account in order to
register.

e If you know your User
Name and Password,
please fill out the form
below and click the
Agree button.

 If you do not know your
User Name and
password, please
contact the Help Desk.

When you have filled out the
form, you will be prompted to
download and run the Client
Security Agent to verify that
your device will meet these
policies. The process will take
approximately one to two
minutes. Do not interrupt this
process while it is running.

Please enter your User Name
and Password. Then click the
Agree button to download and
run the Client Security Agent.

€ Instructions

User Name
|panteater |

Password

5. Next you will have to install the Airwatch MDM Agent from the Google Play Store. Tap on
‘Download AirWatch MDM Agent from the Google Play Store’. If you already have the
AirWatch MDM Agent installed, Tap on ‘Already Installed? Tap here to continue enrollment’.
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Secure

To enroll this device:

Download and install the AirWatch
MDM Agent app

Download AirWatch
MDM Agent from the
Google Play Store

Run the AirWatch Agent once it has
installed

Already installed? Tap here to
continue enrollment.

6. You may be prompted to select what to Open with, if so Tap on ‘Play Store’ & Tap on ‘Always’

Open with
¢ >
Chrome Play Store
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7. You will be redirected to the Google Play Store to Install the AirWatch Agent. Tap on ‘Install’

%
airwatch

by VIMWware

AirWatch Agent 2]
AirWatch
€ Everyone

INSTALL

L @O0

Downloads 5692 & Business Similar

HAIS | AirWatch Enrollment — Android Devices _



Information Services UC Irvine Health
Client Projects

8. Next you will be prompted with what AirWatch Agent needs access to. Tap on ‘Accept’

AirWatch Agent

needs access to

¥O)  Device & app history v

2 Identity v

9 Location 4

e Phone v

BN Photos/Media/Files v

g'; Camera v

¥ Wi-Fi connection o
information

® Bluetooth connection -
information

m Device ID & call <
information
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9. Once the AirWatch Agent has been installed, you'll want to go back your Web Browser. Tap on
‘Already Installed? Tap here to continue enroliment.’

Secure

To enroll this device:

Download and install the AirWatch
MDM Agent app

Download AirWatch
MDM Agent from the
Google Play Store

Run the AirWatch Agent once it has
installed

Already installed? Tap here to
continue enrollment.

10. Enrollment will begin. Your Credentials that you entered in earlier will be automatically carried
over to the enrollment process. Tap on ‘Get Started’ to continue the enrollment process.

Secure

Part 2: Secure
You have completed Authentication

The following steps will ensure your device
is compliant with your company policies

Get Started
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11. Next we will have to grant permission to AirWatch. Tap on ‘Continue’

Secure

Grant permissions to AirWatch

The AirWatch Agent needs to be the device
administrator so that it can:

* Protect your data

+ In the event of loss or theft, remove all
corporate data

o Note:

Select Activate when you arrive at the next
screen

Continue
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12. Tap on ‘Activate’.

Activate phone administrator?

Agent

@ Agent would like to manage your device.

Activating administrator will allow Agent to
perform the following operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset.

¢ Change the screen-unlock

password
Change the screen-unlock password.

* Set password rules
Control the length and the characters
allowed in screen-unlock passwords.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

* Lock the screen
Control how and when the screen locks.

¢ Set lock-screen password

CANCEL ACTIVATE
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13. Tap on ‘Device Settings’. This will allow UCI Apps to be used on your Android Device.

Secure

Allow non-Play Store apps

Enable installation of enterprise apps not
available in the Play Store

o Note:

You will leave this app. Check Unknown
sources when you arrive at the next

screen. Please return by relaunching the
Agent to continue.

Device Settings
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14. Tap on the box to the right of Unknown Sources. Once the Box is check, it will fill Green.

Security Security

Phone administration
Phone administration

Phone administrators o
View or turn off phone administrators. Phone administrators

View or turn off phone administrators.

Unknown sources
Allow installation of applications from both D Unknown sources

trusted and unknown sources. Allow installation of applications from both
trusted and unknown sources.

Encryption

Encryption
Encrypt phone
Password required to decrypt device each time you Encrypt phone
turn it on.

Password required to decrypt device each time you
turn it on.

Encrypt external SD card
Encrypt external SD card

Find My Mobile

Find My Mobile
Remote controls
off

Ramnta ~rantrale
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15. Tap on ‘Continue’.

Install Enterprise Service

Your IT department requires you to install a
service to unlock enterprise capabilities on
your device

o Note:

Click Continue to install this app and
Activate it as device administrator

Continue

HAIS | AirWatch Enrollment — Android Devices



Information Services UC Irvine Health
Client Projects

16. Tap on ‘Next’

AirWatch Samsung Servi...

Do you want to install this application? It
will get access to:

T, connect and disconnect from Wi-Fi
full network access
receive data from Internet
view network connections
view Wi-Fi connections

X  access Bluetooth settings
pair with Bluetooth devices

£ close other apps
retrieve running apps
run at startup

[  control vibration
prevent phone from sleeping

Q read sync statistics
Q delete all app cache data

CANCEL NEXT
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17. Tap on ‘Install’
AirWatch Samsung Servi...

Do you want to install this application? It
will get access to:

pair with Bluetooth devices

5} close other apps
retrieve running apps
run at startup

@ control vibration
prevent phone from sleeping

Q) read sync statistics

L£x delete all app cache data
install shortcuts
modify system settings
Read Home settings and shortcuts
uninstall shortcuts

com.airwatch.androidagent.permission.SE
LM

CANCEL INSTALL
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18. Tap on ‘Accept’ to allow the installation.

Allow Google to regularly check device
activity for security problems, and
prevent or warn about potential harm.

Learn more in the Google Settings app.

DECLINE | ACCEPT
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19. Tap on ‘Open’
AirWatch Samsung Servi..

v App installed.

DONE OPEN
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20. Tap on ‘Activate’

1 1 32 AM Thu, November 12 'ﬁ‘

Activate phone administrator?

ot

e

AW AirWatch Samsung Admin Serv..

AirWatch would like to manage your device.
To disable administration you may have to
contact an administrator.

Activating administrator will allow AirWatch
Samsung Service to perform the following
operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset.

* Change the screen-unlock

password
Change the screen-unlock password.

* Set password rules
Control the length and the characters
allowed in screen-unlock passwords.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

* Lock the screen
CANCEL ACTIVATE
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21. Tap on ‘Done’

Select whether to show or hide sensitive
notification content on the lock screen.

(®) Show all content
O Hide sensitive content

O Do not show notifications

DONE
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22. Tap on ‘Continue’

Part 3: Configure

You have successfully completed
authentication and securing your device.

You will now configure enterprise resources
assigned to your device by your IT
department.

Continue
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23. Tap on ‘Exit’ to complete the installation of AirWatch Agent.
[ T HUE . 100%0 11 M

You have completed the initial
configuration for your device. You will
receive a notification if further action is
required.

You can now exit the wizard

Exit
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